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Many Members of Congress have raised concerns over the frequency, types, and impacts of
cyber incidents during hearings, speeches, and in legislation. Cyber incidents affect nearly every
national entity, from federal and state government agencies to private companies and individuals.
One course of action to stymie attacks has been to investigate who the adversaries are that
conduct cyberattacks, what types of activities they conduct online, and how the U.S. government
can identify them. To assis
attribution in cyberspace, confidence of attribution, and common types of cyberattack. Listed in this report are two categories
of cyberattacks by foreign adversaries against entities in the United States: 23 cyberattack campaigns that the federal
government has attributed to actors operating on behalf of other nation-states, and 30 cyberattacks the government has
attributed to criminal actors seeking personal gain.
In investigating cyber incidents, the U.S. government attempts to unmask those behind the incident and attribute it as an
attack. Attributing cyberattacks is difficult, but not impossible. Officials seek to develop a comprehensive understanding of
the cyber incident not just from the victim, but also by corroborating that information with other government and private
sector evidence to make a claim of attribution. While a process exists to repeatedly and consistently develop a claim of
attribution and a confidence level in it, adversaries take steps to complicate these efforts by obfuscating and removing any
trace of their activity, and using new infrastructure to make it difficult to track attack campaigns.
Nation-states are some of the most sophisticated actors that conduct cyberattacks. The Director of National Intelligence is
required annually to deliver to Congress an assessment from the intelligence community on worldwide threats. Recent
assessments have highlighted cyberspace as an area of strategic concern, with Russia, China, Iran, and North Korea as the
leading threat actors. Attacks from these countries include spying on government agencies by accessing agency computers,
stealing sensitive information from public and private sector entities in the United States, stealing intellectual property, and
destroying or potentially destroying computer equipment.
Cyber criminals are less resourced than nation-state actors and are less likely to employ novel and cutting-edge techniques in
campaigns, yet their attacks are often highly effective. Most criminals are financially motivated and use cyberspace as a
medium for conducting profit-bearing schemes. However, gaining money is not a requirement for illicit activity.
Cyberattacks against victims in the United States from actors located abroad include compromising computers to create and
maintain botnets, business email compromise schemes, hack and release campaigns, and ransomware attacks.
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1 Statista, U.S. Companies and Cyber Crime, 2021, https://www.statista.com/study/12881/smb-and-cyber-crime-in-theunited-states-statista-dossier/.
2 Office of the Director of National Intelligence, A Guide to Cyber Attribution, report, September 14, 2018, at
https://www.dni.gov/files/CTIIC/documents/ODNI_A_Guide_to_Cyber_Attribution.pdf.
3 Ibid.
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4 18 U.S.C. §1030. For more information on the Computer Fraud and Abuse Act, see CRS Report R46536, Cybercrime
and the Law: Computer Fraud and Abuse Act (CFAA) and the 116th Congress, by Peter G. Berris.
5 18 U.S.C. §§1831-1832. For more information on the Economic Espionage Act, see CRS Report R42681, Stealing
Trade Secrets and Economic Espionage: An Overview of the Economic Espionage Act, by Charles Doyle.
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6 For more information, see CRS In Focus IF10920, Cyber Supply Chain Risk Management: An Introduction, by Chris
Jaikaran.
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https://www.csis.org/programs/strategic-technologies-program/significant-cyber-incidents; and Council on Foreign
https://www.cfr.org/cyber-operations/.
8 50 U.S.C. §3043b.
9 For more information, see CRS In Focus IF11718, Russian Cyber Units, by Andrew S. Bowen. For technical
website, at https://us-cert.cisa.gov/russia.
10 For more information, see CRS In Focus IF11284, U.S.-China Trade Relations, by Karen M. Sutter. For technical
information, see Cybersecurity a
website, at https://us-cert.cisa.gov/china.
11 For more information, see CRS In Focus IF11406, Iranian Offensive Cyberattack Capabilities, by Catherine A.
Theohary
https://us-cert.cisa.gov/iran.
12 For more information, see CRS Report R44912, North Korean Cyber Capabilities: In Brief, by Emma ChanlettAvery et al. For technical information, see Cy
https://us-cert.cisa.gov/northkorea.
13 For examples, see Avril Haines, Annual Threat Assessment, remarks as prepared, April 14, 2021, at
https://www.dni.gov/files/documents/Newsroom/Testimonies/2021-04-14-ATA-Opening-Statement-FINAL.pdf; and
James R. Clapper, Worldwide Threat Assessment of the U.S. Intelligence Community, statement for the record,
February 25, 2016, at https://www.dni.gov/files/documents/Newsroom/Testimonies/
HPSCI_Unclassified_2016_ATA_SFR-25Feb16.pdf.
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Useful Links
Congress by the Numbers

CongressByTheNumbers.com
Leadership of Congress

CongressLeaders.com
Congressional Schedule

CongressSchedules.com
Congress Seating Charts

CongressSeating.com
Terms and Sessions of Congress

TermsofCongress.com
Senate Classes: Terms of Service

SenateClasses.com
Congressional Glossary

CongressionalGlossary.com
You have 2 cows

YouHave2Cows.com
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Chris Jaikaran
Analyst in Cybersecurity Policy

Jared Nagel, Information Research Specialist with CRS, provided research support in identifying cyberattacks.

This document was prepared by the Congressional Research Service (CRS). CRS serves as nonpartisan
shared staff to congressional committees and Members of Congress. It operates solely at the behest of and
under the direction of Congress. Information in a CRS Report should not be relied upon for purposes other
than public understanding of information that has been provided by CRS to Members of Congress in
subject to copyright protection in the United States. Any CRS Report may be reproduced and distributed in
its entirety without permission from CRS. However, as a CRS Report may include copyrighted images or
material from a third party, you may need to obtain the permission of the copyright holder if you wish to
copy or otherwise use copyrighted material.
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Learn how Capitol Hill really works
All of our programs and any combination of their topics
can be tailored for custom training for your organization.
For more than 40 years, TheCapitol.Net and its predecessor, Congressional Quarterly Executive
Conferences, have been teaching professionals from government, military, business, and NGOs about
the dynamics and operations of the legislative and executive branches and how to work with them.
Our training, on-site and online, and publications include congressional operations, legislative and budget
process, communication and advocacy, media and public relations, research, testifying before Congress,
legislative drafting, critical thinking and writing, and more.

• Diverse Client Base—We have tailored hundreds of custom on-site and online training programs
for Congress, numerous agencies in all federal departments, the military, law firms, lobbying firms,
unions, think tanks and NGOs, foreign delegations, associations and corporations, delivering
exceptional insight into how Washington works.TM

• Experienced Program Design and Delivery—We have designed and delivered hundreds
of custom programs covering congressional/legislative operations, budget process, media training,
writing skills, legislative drafting, advocacy, research, testifying before Congress, grassroots, and more.

• Professional Materials—We provide training materials and publications that show how Washington
works. Our publications are designed both as course materials and as invaluable reference tools.

• Large Team of Experienced Faculty—More than 150 faculty members provide independent
subject matter expertise. Each program is designed using the best faculty member for each session.

• Non-Partisan—TheCapitol.Net is non-partisan.
• GSA Schedule—TheCapitol.Net is on the GSA Schedule for custom training:
GSA Contract GS02F0192X.
Please see our Capability Statement on our web site at TCNCS.com.
Custom training programs are designed to meet your educational and training goals, each led by
independent subject-matter experts best qualified to help you reach your educational objectives
and align with your audience.
As part of your custom program, we can also provide online venue, classroom space, breaks and meals,
receptions, tours, and online registration and individual attendee billing services.
For more information about custom on-site training for your organization, please see our web site:
TCNCustom.com or call us: 202-678-1600, ext 115.
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